> KASPERSKY
SYSTEMS MANAGEMENT

[loBbIlLEHWE MPOU3BOAUTENBHOCTU U 6e30nacHOCTU IT-UHPPaACTPYKTYPb
6narogaps LeHTpaiM30BaHHOMY YrpaB/IEHNIO HACTPOMKaMMN U YCTaHOBKOW

ncnpaB/IEHUMN.

HeobxoaMMOCTb 3allmTbl AaHHbIX M NOAAEPKKN NONb30BaTeNen ctaBut nepes IT-cneunanuctamm
MHOXECTBO HENPOCTbIX 3aAa4. K coxXaneHuio, HepeaKo Ans peLleHnsa Kaxaon 3agayumn Tpebyetcs
OTAENbHOE MPUNOKEHUE WU MHCTPYMEHT — KaXAbl pa3 OT HOBOro nocraBliMKa. [10 MHEHUIO
IT-cneumanncToB, OIHOM N3 OCHOBHBbIX C/IOMHOCTEN, C KOTOPbIMWU UM MPUXOAUTCH CTa/IKMBAaTLCS,
ABNSeTCA paboTa C NPUIOHKEHUIMHU, CO3AaHHbIMKU 6E3 pacyeTa Ha B3auMOAENCTBME APYT C APYrOM.

Kaspersky Systems
Management
BK/IOYAeT cneayolmne
KOMMNOHEHTbI:

PA3BEPTbIBAHWUE ONEPALIMOHHBIX
CUCTEM

* YNANEHHAQ YCTAHOBKA

M0 U YCTPAHEHWE HENONAZIOK
NOAJEPHKKA MICROSOFT WSUS

1 WAKE-ON-LAN

YNPABJIEHUE IMLEEH3UAMM

YYET NPOrPAMMHOIO U
ANNAPATHOT O OBECNEYEHNA
MOHWTOPHHT YSI3BUMOCTEN
YNPAB/EHWE YCTAHOBKOW
UCMPABJIEHHH

* KOHTPOJIb ZOCTYNA B CETb (NAC)

QN4 YNPABJIEHWS BCEMU KOMMNO-
HEHTAMM UCNO/Ib3YETCA EANHAS
KOHCOJb C UHTYUTUBHO NOHATHbIM
MHTEPOEICOM.

»UCMNMOJIb3OBAHUE HECKOJIbKUX OTAEJIbHbIX
PELWUEHUU NOPOMAAET AOMNOJIHUTEJIbHbIE
NMPOBJIEMbl BE3ONACHOCTHU

MNpeacraBngem Bam Kaspersky Systems Management. 310 pelwieHue npegnaraet
LUMPOKUIM HABOP MOLLHbIX MHCTPYMEHTOB /15 NOBbIWEHUS 3DDEKTUBHOCTU PaboThI
IT-nHbpacTpyKTypbl KOMNaHKK. [TpoayKT ob6ecneymBaeT Kenaembli ypoBeHb Npo-
CTOTbl M aBTOMaTU3aLMKN B COYETAHUN C HEOOXOAMMOWM 3aLLUTON U KOHTPOSIEM.

JOKoHOMMS pecypcoB

Bam He npuaeTcs TpaTUTb CUilbl HA MHAMBUAYANbHYIO HACTPOMKY CUCTEM /19 HOBbIX
W y¥Ke CYLLECTBYIOLLMX MNOoSib30BaTenei. TexHoNorua pa3BepTbiBaHUsS CUCTEM Ha
paboynx MecTax NO3BONSET LIEHTPaIM30BaHHO co3aaBaTh M Pa3BepTbiBaTb 06pa3bl
OC v nporpamm, a TakXe ynpaBiasaTb UMM,

MNoBbilweHe yPOBHSA 6€30MaCHOCTH

YcTaHOBKa UcnpaBfieHUI (maTtyen) B KOpnopaTtuBHOM IT-nHOpaCTPYKTYpe MOXKET
3aHMMaTb [10 HECKOJIbKUX AHEeN. PeweHnne J1labopatopuun Kacnepckoro» no3sonser
CNpaBUTbCS C 3TOW 3agadyen HamMHoro obicTpee. MpoayKT naeHTUbULMPYET YI3BHU-
MOCTH, KOTOPbI€ MOTYT 6blTb UCMONb30BaHbI 3/10yMbILWIEHHUKAMU, U NO3BOASET
YKa3aTb, Kakue ya3BUMOCTM HYXKHO YCTPaHUTb B MEPBYI0 o4epeab, a Kakue
MOHO 3aKpbITb MO OKOHYaHWK paboyero aHs. PaccTaHoBKa NPUOPUTETOB MOMO-
raet aaMUHUcTpaTtopam ahbEKTUBHO UCMO/Ib30BaTb CBOE BpeMS, yaenasa 6onblie
BHMMaHMWS NOBbIWEHNIO YPOBHS 6€30MNacHOCTH.

Bbicokas 3a¢pPeKTUBHOCTb paboThl

AZMUHUCTPATOPbI MOTYT yAaneHHO ycTaHaBMBaTb 06pasbl, 06HOBNEHUS, UCTIpaBIe-
HWMS 1 NporpamMbl. ECnny nonb3oBaTtens BO3HMKaeT npobaema, IT-cneunannct MoxeT
[AMCTaHUMOHHO NOAKMIOYUTLCS K €0 KOMMbIOTEPY M YCTPAHUTb HENONAAKM B CUCTEME.
Bnarogaps aTomy aAMUHUCTPATOP HE TEPSET BPEMEHM Ha NEPEMELLEHNE MEXAY
paboynMmn MectaMun Unmn Ha MmanoaddeKTUBHOE pelleHne NpobaemM no TenedoHy.

JocTyn K aTum 1 apyrum dyHKumam Kaspersky Systems Management ocyuwecTs-
naeTcs Yyepes eanHyto KoHconb ynpaBneHusa Kaspersky Security Center. [ocKonbKy
OTCYTCTBYET HEOOXOAMMOCTb B MCMOJ/Ib30BaHMMW OTAE/IbHOM KOHCON AN KaXKA0ro
KOMMOHEHTa, CUCTEMA YyNpaB/ieHUs OT/IMYaETCS NOocnef0BaTe/IbHOCTbLIO U MPOCTO-
TOM U He TpebyeT AONOHUTENIbHOIO 06yYeHHS.



UWHCTPYMEHTbI CHACTEMHOIo AAMUHUCTPUPOBAHUA

PA3BEPTbIBAHME OMNEPALMOHHbLIX CUCTEM

M NPUNTOXXEHUI

MpocToe LeHTpanM3oBaHHOE co3aHne, XpaHeHne, Konmpo-
BaHWe U pa3BepTbiBaHKe 06pa30B CMCTEM MO3BOSIAET o6ec-
neYnTb 3PpHEKTUBHYIO YCTAHOBKY CUCTEM C ONTUMaSbHbIMU
napameTtpamu 6e30MnacHoCT1. MaeasnibHO NOAXOAUT A9 MUT-
paumu Ha Microsoft® Windows® 8.

MOHWUTOPUHTI YA3BUMOCTEN

MpoBepKa annapaTHOro 1 NPorpaMMHOro o6ecrneyeHuns
Ha ya3BMMOCTHU, 3anyckaemas Of[HUM KJIMKOM MbILLIK, NPO-
M3BOANTCA MO HECKONIbKUM 6a3aM ya3BMMOCTEN. Bbl MOXeTe
onpeenuTb, Kakue U3 06HaPYKEHHbIX YA3BUMOCTEN TPeGyIoT
HEMEANIEHHOr0 BHUMaHWs, a ANt KaK1X YCTaHOBKY UCMpaB-
NEHUI MOXHO OT/IOMMUTb 10 KOHLIA paboyero aHA.

YOANEHHAA YCTAHOBKA MO
MUHUMU3ALIMSA HArpy3KK Ha CETb 3a CYET yAaeHHOro pas-
BepThiBaHus MO no pacnucaHuio Uan BpyUHyio.

YOANEHHBIE ATEHTbI OBHOBJTEHWI

Bbl MOXeTe Ha3Ha4YMTb Ppabo4yio CTaHLMIO B yaaneHHom opuce
U dunuane LUeHTpanbHbIM areHToM 0O6HOBEHNI. 3TO MO3BO-
NSeT COKPATWUTb Harpy3Ky Ha ceTb: B yAaNeHHbI odurc
HanpaBnseTcs 0AHO OOGHOBNEHWE, @ HAa3HAYeHHbIV LIeHT-
panbHbIM areHTOM KOMMbIOTEP UCMONb3YeTcs A9 pacnpo-
CTpaHeHWs 0OHOBNEHMS NO TIOKaNbHOM CeTH.

NOAAEPHKA TEXHOMIOIM MW WAKE-ON-LAN

[Ans BbINOMHEHUS AENCTBUI MO pa3BepTbiBaHWUIO U NoaAep-
Ke B Hepaboyee Bpemsa Kaspersky Systems Management
No3BONSET yAaSeHHO BKlOYaTb paboyme CTaHLuWK.

CPEACTBA YCTPAHEHWA HEMOTALOK

Ang ycTpaHeHna HemnonajoK MOXHO 6€30MacHO ANCTaHLM-
OHHO MOAKJIIYMTLCA K KOMMbIOTEPY MOJIb30BaTENS C MOMO-
LLbl0 €ANHOM KOHCONN yNpaB/ieHus.

KAK NMPUOBPECTH

Kaspersky Systems Management —

370 paclwmpeHne dyHKLMoHana Kaspersky
Security Center, noctynHoe B cneayoumnx
npoayktax nuHenkn Kaspersky Security
Ansg 6U3Heca:

* Kaspersky Endpoint Security ans 6usHeca
PACLLUMPEHHBIN

e Kaspersky Total Security ang 6u3Heca

Kpome Toro, Kaspersky Systems Management
MOXHO NpMo6pecTun oTaeNbHO. MNoapo6HbIe
CBEJIEHNS U LIEHBI Bbl MOXETE Y3HaTb Y NOCTaBLUMKa
npoayKToB «Jlabopatopum KacnepcKoro».

HABOP AOCTYMHbIX ®YHKLWA 3ABUCUT OT SALLMLLAEMOM

MJIAT®OPMbI
MNMoapo6Hee: www.kaspersky.ru.
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KOHTPOJ1b JIOCTYMNA B CETb (NAC)

BO3MOXHOCTb cO3aaTb NOAWUTUKY A5 MOAKOHAIOLLMXCS K KOP-
nopaTUBHOM CETU «roCTeN». [OCTEBbLIE YCTPOMCTBA (B TOM
yncne MobuIbHbIE) aBTOMATUYECKM pacrno3HatoTcs U nepe-
HanpaBnStoTCS Ha KOPNOPATUBHbLIN NopTa, rae Nonb3oBa-
TeNn BBOAST BblJAHHbIE UM MAEHTUDUKALIMOHHbIE NapPOX

M NOSly4atoT AOCTYN K pa3pelleHHbiM BaMu pecypcam.

noAnEPXKA MICROSOFT WSUS

Kaspersky Systems Management perynsipHo BbIMOMHAET CUH-
XPOHM3aLMIO JaHHbIX C CEPBEPAMM, B TOM YMCIIE C LEHTPOM
o6HoBneHua Microsoft Windows. MHdopmauus o goctyn-
HblX OGHOBNIEHUSX M UCMPAB/IEHWAX 3aTEM 3arpyrKaeTcs
npu nomouwm cnyx6 Windows Server Update Services

W pacrnpocTpaHseTcs No CETU ONTUMasbHbIM 06Pa30M.

YHET AMNMAPATHOIO OBECMNEYEHNA

O6HapyeHu1e 1 y4eT KOMMbIOTEPOB 1 MOAK/II0HaEMbIX BHELL-
HWX YCTPOWCTB NPOUCXOANUT aBToMaTh4ecKu. Mpu noss-
JIEHUM B KOPMOPaTMBHOM CETU HOBOIO YCTPOMCTBA 8AMUHUCT-
paTopy OTNpaB/IgeTcs COOTBETCTBYIOLEeE yBeaoMIeHne. ITa
dYHKLMS NO3BOJIFET OTC/IEKMBATL UCTIONIb30BaHNE 060pyaoBa-
HUS B CETH.

YNPABNEHWE NMNULEH3NAMA

Kaspersky Systems Management BegeT y4eT Toro, Kakoe
MMEHHO NporpamMmmHoe obecrnevyeHne Ncnonb3yeTcs B Ballew
IT-uHDpacTpyKType. 3To NO3BOSISET ONTUMU3UPOBATL 3aTpaThl
Ha IMUEH3UPOBAHNE W BbISBASTb NOSIb30BaTENEN, HE COOIIO-
fatolmnx TpeboBaHms. Mpu pasBepTbiBaHUK C MOMOLLbIO
CPEeACTB CUCTEMHOMO aAMUHUCTPUPOBaHKUS «JlabopaTtopuu
KacnepcKoro» Bbl MOXETe yKa3aTb pa3peLleHHOe K yCTaHOBKE
n ncnonb3oBaHuto MO, a TaKKe orpaHUyYnTb KONMYECTBO
NINLLEH3UN.

KASPERYKY



